Abstract

WebAssembly has become the fourth o [cial web language, along with
HTML, CSS and JavaScript since 2019. WebAssembly allows web browsers
to execute existing programs or libraries written in other languages, such as
C/C++ and Rust. In addition, WebAssembly evolves to be part of edge-cloud
computing platforms. Despite being designed with security as a premise,
WebAssembly is not exempt from vulnerabilities. Therefore, potential
vulnerabilities and flaws are included in its distribution and execution,
highlighting a software monoculture problem. On the other hand, while
software diversity has been shown to mitigate monoculture, no diversification
approach has been proposed for WebAssembly. This work proposes software
diversity as a preemptive solution to mitigate software monoculture for
WebAssembly.

Besides, we provide implementations for our approaches, including a
generic LLVM superdiversifier that potentially extends our ideas to other
programming languages. We empirically demonstrate the impact of our
approach by providing Randomization and Multivariant Execution (MVE)
for WebAssembly. Our results show that our approaches can provide
an automated end-to-end solution for the diversification of WebAssembly
programs. The main contributions of this work are:

= We highlight the lack of diversification techniques for WebAssembly
through an exhaustive literature review.

= \We provide randomization and multivariant execution for WebAssembly
with the implementation of two tools, CROW and MEWE respectively.

= We include constant inferring as a new code transformation to generate
software diversification for WebAssembly.

= We empirically demonstrate the impact of our technique by evaluating
the static and dynamic behavior of the generated diversification.

Our approaches harden observable properties commonly used to conduct
attacks, such as static code analysis, execution traces, and execution time.
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Sammanfattning

WebAssembly har sedan 2019 blivit det fjarde o [ciella webbspraket,
tillsammans med HTML, CSS och JavaScript sedan 2019. Detta nya sprak
tillater webbléasaren att kora befintliga program eller bibliotek skrivna pa
andra sprak, sasom C/C++ och Rust. Dessutom utvecklas WebAssembly
for att vara en del av edge-cloud dator -berdkningsplattformar. Trots att
WebAssembly &r designatd med sakerhet i fokus som en premiss ar det
inte undantaget frdn sarbarheter. Darfor ingar potentiella sarbarheter och
brister i dess distribution och exekvering, vilket belyser ett av problemen
med mjukvarumonokultur. MA andra sidan, medan mangfald av programvara
har visat sig mildra monokultur, har ingen diversifieringsmetod foreslagits for
WebAssembly. Denna avhandling féreslar en mangfald av programvara som
en forebyggande I6sning med syfte att minska programvarumonokultur for
WebAssembly.

Dessutom tillhandahaller vi implementeringar for vara tillvagagangssatt,
dariblandinklusive en generisk LLVM- superdiversifierare som potentiellt
utokar vara idéer till andra programmeringssprak. Vi visar e [eHten av vart
tillvagagangssatt empiriskt genom att tillhandahalla rRandomisering och
mMultivariante Exekvering (MVE) for WebAssembly. Véra resultat visar
att vara tillvaigagangssatt kan ge en automatiserad end-to-end losning for
diversifiering av program i WebAssembly. Detta arbetes viktigaste bidragen
fran detta arbete ar:

= Vi lyfter fram bristen pa diversifieringstekniker for WebAssembly genom
en uttémmande litteraturgenomgang.

= Vi tillhandahaller en implementationeringen av tva verktyg, CROW och
MEWE, som genomfor tillhandahaller randomisering och multivariant
exekvering for WebAssembly.

= Vi inkluderar “constant inferring” som en ny kod-transformation for att
generera mjukvarudiversifiering for WebAssembly.

» Vi demonstrerar empiriskt eleRten av var teknik genom att
utvirdera det statiska och dynamiska beteendet hos den genererade
diversifieringen.

Vara metoder hardar mot observerbara egenskaper som vanligtvis
anvands for att utfora attacker, som statisk kodanalys, exekveringsspar och
exekveringstid.

Keywords: WebAssembly, LLVM, Software Diversity, Automatic
Software Engineering, Security
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O 1 INTRODUCTION

"Jealous stepmother and sisters; magical aid by a beast; a marriage won
by gifts magically provided; a bird revealing a secret; a recognition by aid
of a ring; or show; or what not; a dénouement of punishment; a happy
marriage - all those things, which in sequence, make up Cinderella, may
and do occur in an incalculable number of other combinations. "

— MR. Cox 1893, Cinderella: Three hundred and forty-five variants [102]

The first web browser, Nexus [94], appeared in 1990. At that moment, web browsing
was only about retrieving and showing small and static HTML web pages. In other
words, users read the content of pages without interactions. The growing computing
power of devices, the spread of the internet, and the need for more interaction and
experiences for users encouraged the idea of executing code along with web pages.
The Netscape browser made possible the execution of code on the client-side with
the introduction of the JavaScript [68] language in 1995. Remarkably, all browsers
have supported JavaScript since Netscape. Nowadays, most web pages include not
only HTML, but also include JavaScript code that is executed in client computers.
During the past decades, web browsers have become JavaScript language virtual
machines. They evolved to complex systems that can run full-fledged applications,
like video and audio players, animation creators, and PDF document renderers such
as the one showing this document.

JavaScript is currently the most used scripting language in all modern web
browsers [61]. However, JavaScript faces several limitations related to the
characteristics of the language. For example, any JavaScript engine requires the
parsing and recompiling the JavaScript code, which implies a significant overhead.
Moreover, JavaScript faces security issues [75]. For example, JavaScript lacks of
memory isolation, making possible to extract pieces of information from others
processes [9]. Because of these problems, the Web Consortium (W3C) standardized
in 2017 a bytecode for the web environment, the WebAssembly (Wasm) language.

Wasm is designed to be fast, portable, self-contained, and secure [47]. All Wasm
programs are compiled ahead-of-time from source languages such as C/C++ and
Rust. Wasm is created by third-party compilers that might include optimizations
like in the case of LLVM. The Wasm language defines its Instruction Set
Architecture [44] as an abstraction close to machine code instructions but agnostic
to CPU architectures. Thus, web browsers can use it to rapidly compile to the
target architectures in a one-to-one translation process.

WebAssembly evolved outside web browsers. Some works demonstrated that
using WebAssembly as an intermediate layer is better in terms of startup and
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Figure for thesis cover: The cover image was partially generated with the stable-
di [udion project https://github.com/CompVis/stable-diffusion. When we
pass our abstract to the model along with the WebAssembly logo, this image is
what we get.

59


https://github.com/CompVis/stable-diffusion

Part 11

Included papers

60



SUPEROPTIMIZATION OF
WEBASSEMBLY BYTECODE

Javier Cabrera-Arteaga, Shrinish Donde, Jian Gu, Orestis Floros, Lucas
Satabin, Benoit Baudry, Martin Monperrus

Conference Companion of the 4th International Conference on Art, Science, and
Engineering of Programming (Programming 2021), MoreVMs

https://doi.org/10.1145/3397537.3397567

62


https://doi.org/10.1145/3397537.3397567

Superoptimization of WebAssembly Bytecode

Javier Cabrera Arteaga Shrinish Donde
KTH KTH
Sweden Sweden
javierca@kth.se shrinish@kth.se

Jian Gu Orestis Floros
KTH KTH
Sweden Sweden
jiagu@kth.se forestis@kth.se

Lucas Satabin Benoit Baudry Martin Monperrus
Mobimeo KTH
Germany Sweden Sweden
lucas.satabin@gnieh.org baudry@kth.se martin.monperrus@csc.kth.se

ABSTRACT

Motivated by the fast adoption of WebAssembly, we propose the
[rst functional pipeline to support the superoptimization of Web-
Assembly bytecode. Our pipeline works over LLVM and Souper.
We evaluate our superoptimization pipeline with 12 programs from
the Rosetta code project. Our pipeline improves the code section
size of 8 out of 12 programs. We discuss the challenges faced in
superoptimization of WebAssembly with two case studies.
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targetable compilers; Software implementation planning.
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1 INTRODUCTION

After HTML, CSS, and JavaScript, WebAssembly (WASM) has be-
come the fourth standard language for web development [7]. This
new language has been designed to be fast, platform-independent,
and experiments have shown that WebAssembly can have an over-
head as low as 10% compared to native code [11]. Notably, WebAs-
sembly is developed as a collaboration between vendors and has
been supported in all major browsers since 2017.

The state-of-art compilation frameworks for WASM are Em-
scripten and LLVM [5, 6], they generate WASM bytecode from
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high-level languages (e.g. C, C++, Rust). These frameworks can ap-
ply a sequence of optimization passes to deliver smaller and faster
binaries. In the web context, having smaller binaries is important,
because they are delivered to the clients over the network, hence
smaller binaries means reduced latency and page load time. Having
smaller WASM binaries to reduce the web experience is the core
motivation of this paper.

To reach this goal, we propose to use superoptimization. Super-
optimization consists of synthesizing code replacements in order
to further improve binaries, typically in a way better than the best
optimized output from standard compilers [4, 15]. Given a pro-
gram, superoptimization searches for alternate and semantically
equivalent programs with fewer instructions [12]. In this paper,
we consider the superoptimization problem stated as [nding an
equivalent WebAssembly binary such that the size of the binary
code is reduced compared to the default one.

This paper presents a study on the feasibility of superoptimiza-
tion of WebAssembly bytecode. We have designed a pipeline for
WASM superoptimization, done by tailoring and integrating open-
source tools. Our work is evaluated by building a benchmark of 12
programs and applying superoptimization on them. The pipeline
achieves a median size reduction of 0.33% in the total number of
WASM instructions.

To summarize, our contributions are:

« The design and implementation of a functional pipeline for
the superoptimization of WASM.

« Original experimental results on superoptimizing 12 C pro-
grams from the Rosetta Code corpus.

2 BACKGROUND

2.1 WebAssembly

WebAssembly is a binary instruction format for a stack-based vir-
tual machine. As described in the WebAssembly Core Speci [cation
[7], WebAssembly is a portable, low-level code format designed
for e [cieht execution and compact representation. WebAssembly
has been [rst announced publicly in 2015. Since 2017, it has been
implemented by four major web browsers (Chrome, Edge, Firefox,
and Safari). A paper by Haas et al. [11] formalizes the language and
its type system, and explains the design rationale.

The main goal of WebAssembly is to enable high performance
applications on the web. WebAssembly can run as a standalone VM
or in other environments such as Arduino [10]. It is independent
of any speci [c_hardware or languages and can be compiled for
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modern architectures or devices, from a wide variety of high-level
languages. In addition, WebAssembly introduces a memory-safe,
sand-boxed execution environment to prevent common security
issues, such as data corruption and security breaches.

Since version 8, the LLVM compiler framework supports the
WebAssembly compilation target by default [6]. This means that
all languages that have an LLVM front end can be directly com-
piled to WebAssembly. Binaryen [14], a compiler and toolchain
infrastructure library for WebAssembly, supports compilation to
WebAssembly as well. Once compiled, WASM programs can run
within a web browser or in a standalone runtime [10].

2.2 Superoptimization

Given an input program, code superoptimization focuses on search-
ing for a new program variant which is faster or smaller than the
original code, while preserving its correctness [2]. The concept of
superoptimizing a program dates back to 1987, with the seminal
work of Massalin [12] which proposes an exhaustive exploration of
the solution space. The search space is de [ndd by choosing a subset
of the machine’s instruction set and generating combinations of
optimized programs, sorted by length in ascending order. If any
of these programs are found to perform the same function as the
source program, the search halts. However, for larger instruction
sets, the exhaustive exploration approach becomes virtually impos-
sible. Because of this, the paper proposes a pruning method over
the search space and a fast probabilistic test to check programs
equivalence.

State of the art superoptimizers such as STOKE [16] and
Souper [15] make modi [cdtions to the code and generate code
rewrites. A cost function evaluates the correctness and performance
of the rewrites. Correctness is generally estimated by running the
code against test cases (either provided by the user or generated
automatically, e.g. symbolic evaluation on both original and replace-
ment code).

2.3 Souper

Souper is a superoptimizer for LLVM [15]. It enumerates a set of
several optimization candidates to be replaced. An example of such
a replacement is the following, replacing two instructions by a
constant value:

%0:i32 = var (range=[1,0))
%1:i1 = ne 0:i32, %0

cand %1 1:il

In this case, Souper [nds the replacement for the variable %1 as
a constant value (in the bottom part of the listing) instead of the
two instructions above.

Souper is based on a Satis [aBility Modulo Theories (SMT) solver.
SMT solvers are useful for both veri [cation and synthesis of pro-
grams [8]. With the emergence of fast and reliable solvers, program
alternatives can be e Lciehtly checked, replacing the probabilistic
test of Massalin [12] as mentioned in subsection 2.2.

In the code to be optimized, Souper refers to the optimization
candidates as left-hand side (LHS). Each LHS is a fragment of code
that returns an integer and is a target for optimization. Two di [erknt
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Figure 1. Superoptimization pipeline for WebAssembly
based on Souper.

LHS candidates may overlap. For each candidate, Souper tries to
[nd a right-hand side (RHS), which is a fragment of code that is
combined with the LHS to generate a replacement. In the original
paper’s benchmarks [15], Souper optimization passes were found
to further improve the top level compiler optimizations (-O3 for
clang, for example) for some programs.

Souper is a platform-independent superoptimizer. The cost func-
tion is evaluated on an intermediate representation and not on
the code generated for the [nal platform. Thus, the tool may miss
optimizations that make sense for the target instruction set.

3 WASM SUPEROPTIMIZATION PIPELINE

The key contribution of our work is a superoptimization pipeline
for WebAssembly. We faced two challenges while developing this
pipeline: the need for a correct WASM generator, and the usage
of a full- Ledged superoptimizer. The combination of the LLVM
WebAssembly backend and Souper provides the solution to tackle
both challenges.

3.1 Steps

Our pipeline is a tool designed to output a superoptimized WebAs-
sembly binary [lelfor a given C/C++ program that can be compiled
to WASM. With our pipeline, users write a high level source pro-
gram and get a superoptimized WebAssembly version.

The pipeline (illustrated in Figure 1) [rst converts a high-level
source language (e.g. C/C++) to the LLVM intermediate representa-
tion (LLVM IR) using the Clang compiler (Step 1). We use the code
generation options in clang in particular the -O3 level of optimiza-
tion which enables aggressive optimizations. In this step, we make
use of the LLVM compilation target for WebAssembly ‘wasm32-
unknown-unknown’. This [ag can be read as follows: wasm32
means that we target the 32 bits address space in WebAssembly;
the second and third options set the compilation to any machine
and performs inline optimizations with no speci [c$trategy. LLVM
IR is emitted as output.
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Secondly, we use the LLVM assembler tool (Ilvm-as) to convert
the generated LLVM IR to the LLVM bitcode [el(Step 2). This LLVM
assembler reads the [lelcontaining LLVM IR language, translates it
to LLVM bitcode, and writes the result into a [lel Thus, we make
use of the optimizations from clang and the LLVM support for
WebAssembly before applying superoptimization to the generated
code.

Next, we use Souper, discussed in subsection 2.3, to add further
superoptimization passes. Step 3 generates a set of optimized candi-
dates, where a candidate is a code fragment that can be optimized
by Souper. From this, Souper carries out a search to get shorter
instruction sequences and uses an SMT solver to test the semantic
equivalence between the original code snippet and the optimized
one [15].

Step 4 produces a superoptimized LLVM bitcode [lel The opt
command is the LLVM analyzer that is shipped with recent LLVM
versions. The purpose of the opt tool is to provide the capability of
adding third party optimizations (plugins) to LLVM. It takes LLVM
source [Ieb and the optimization library as inputs, runs the speci [ed
optimizations and outputs the optimized [Ielor the analysis results.
Souper is integrated as a speci [c_pass for LLVM opt.

The last step of our pipeline consists of compiling the generated
superoptimized LLVM bitcode [Ielto a WASM program (Step 5). This
[nal conversion is supported by the WebAssembly linker (wasm-Id)
from the LLD project [13]. wasm-Id receives the object format (bit-
code) that LLVM produces when run with the ‘wasm32-unknown-
unknown’ target and produces WASM bytecode.

To our knowledge, this is the [rst successful integration of those
tools into a working pipeline for superoptimizing WebAssembly
code.

3.2 Insights

We note that Souper has been primarily designed with the LLVM
IR in mind and requires a well-formed SSA representation of the
program under superoptimization. The biggest challenge with Web-
Assembly is that there no complete transformation from WASM to
SSA. In our pipeline, we work around this by assuming we have ac-
cess to source code, this alternative path may be valid for plugging
other binary format into Souper.

4 EXPERIMENTS

To study the e [edts and feasibility of applying superoptimization to
WASM code, we run the superoptimization pipeline on a benchmark
of programs.

The benchmark is based on the Rosetta Code corpus’. We have
selected 12 C language programs that compile to WASM. Our selec-
tion of the programs is based on the following criteria:

(1) The programs can be successfully compiled to LLVM IR.

(2) They are diverse in terms of application domain.

(3) The programs are small to medium sized: between 15 and 200
lines of C code each.

(4) They have no dependencies to external libraries.

The code of each program is available as part of our experimental

package?.
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Figure 2: Vertical bars show the relative binary size in # of
instructions. The smaller, the better.

4.1 Methodology

To evaluate our superoptimization pipeline, we run it on each pro-

gram with four Souper con [girations:

(1) Inferring only replacements for constant values

(2) Inferring replacements with no more than 2 instructions, i.e. a
new replacement is composed by no more than two instructions

(3) CEGIS (Counter Example Guided Inductive Synthesis, algorithm
developed by Gulwani et al. [9])

(4) Enumerative synthesis with no replacement size limit

In the rest of the paper, we report on the best con [guration per

program. Our appendix website contains the results for all con [gu-

rations and all programs.

With respect to correctness, we rely on Souper’s veri [cation
to check that every replacement on each program is correct. That
means that the superoptimized programs are semantically equiv-
alent. Every candidate search is done with a 300 seconds timeout.
For each program, we report the best optimized case over all men-
tioned con [gurations. To discuss the results, we report the relative
instruction count before and after superoptimization.

For the baseline program, we ask LLVM to generate WASM pro-
grams based on the ‘wasm32-unknown-unknown’ target with the
-O3 optimization level. Our experiments run on an Azure machine
with 8 cores (16 virtual CPUs) at 3.20GHz and 64GB of RAM.

4.2 Results

Figure 2 shows the relative size improvement with superoptimiza-
tion. The median size reduction is 0.33% of the original instruction
count over the tested programs. From the 12 tested programs, 8
have been improved using our pipeline whereas 3 have no changes
and 1 is bigger (Bitwise 10). The most superoptimized program is
Babbage problem, for which the resulting code after superopti-
mization is 46.67% smaller than the baseline version.

We now discuss the Babbage problem program, originally writ-
ten in 15 lines of C code®. The pipeline found 3 successful code
replacements for superoptimization out of 7 candidates. The best

3http://www.rosettacode.org/wiki/Babbage_problem#C
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superoptimized version contains 21 instructions, which is much less
than the original which has 45 instructions. The superoptimization
code di Lerknce program is shown in Figure 3. Our pipeline, using
Souper, [nds that the loop inside the program can be replaced with
a const value in the top of the stack, see lines 8 and 12 in Figure 3.
The value, 25264, is the solution to the Babbage problem. In other
terms, the superoptimization pipeline has successfully symbolically
executed the problem.

The Babbage problem code is composed of a loop which stops
when it discovers the smaller number that [slwith the Babbage
condition below.

while((n * n) % 1000000 != 269696) n++;

In theory, this value can also be inferred by unrolling the loop
the correct number of times with llvm-opt. However, llvm-opt
cannot unroll a whi le-loop because the loop count is not known at
compile time. Additionally, this is a speci [Cbptimization that does
not generalize well when optimizing for code size and requires a
signi [cant amount of time per loop.

On the other hand, Souper can deal with this case. The variable
that [islthe Babbage condition is inferred and veri [ed in the SMT
solver. Therefore the condition in the loop will always be false,
resulting in dead code that can be removed in the [nal stage that
generates WASM from bitcode.

In the case of the Bitwise 10 program, we observe an increase in
the number of instructions after superoptimization. From the origi-
nal number of 875 instructions, the resulting count after the Souper
pass is increased to 903 instructions. In this case, Souper [nds 4
successful replacements out of 207 possible ones. Looking at the
changes, it turns out that the LLVM IR code costs less than the origi-
nal following the Souper cost function. However, the WebAssembly
LLVM backend (wasm-Id tool) that transforms LLVM to WASM
creates a longer WASM version. This a consequence of the discus-
sion on Souper in subsection 2.3. In practice, it is straightforward
to detect and discard those cases.

4.3 Correctness Checking

To validate the correctness of the superoptimized program we per-
form a comparison of the output of the non-superoptimized pro-
gram and the superoptimized one. For 7/12 programs, both versions,
non-superoptimized and superoptimized, behave equally and re-
turn the expected output. For 5/12 programs we cannot run them
because the code generated for the target WASM architecture lacks
required runtime primitives.

5 RELATED WORK

Our work spans the areas of compilation, transformation, optimiza-
tion and web programming. Here we discuss three of the most
relevant works that investigate superoptimization and web tech-
nologies.

Churchill et al. [4] use STOKE [1] to superoptimize loops in
large programs such as the Google Native Client [3]. They use a
bounded veri [edto make sure that every generated optimization
goes through all the checks for semantic equivalence. We apply
the concept of superoptimization to the same context, but with a
di Cerknt stack, WebAssembly. Also, our work o Loads the problem

J. Cabrera Arteaga, S. Donde, J. Gu, O. Floros, L. Satabin, B. Baudry, and M. Monperrus

Figure 3: Output of superoptimization WASM bytecode for
the Babbage problem program.

of semantic checking to an SMT solver, included in the Souper
internals.

Emscripten is an open source tool for compiling C/C++ to the
Web Context. Emscripten provides both, the WASM program and
the JavaScript glue code. It uses LLVM to create WASM but it
provides support for faster linking to the object [les. Instead of all
the IR being compiled by LLVM, the object [lelis pre-linked with
WASM, which is faster. The last version of Emscripten also uses
the WASM LLVM backend as the target for the input code.

To our knowledge, at the time of writing, the closest related
work is the “souperify” pass of Binaryen [14]. It is implemented
as an additional analysis on top of the existing ones. Compared to
our pipeline, Binaryen does not synthesize WASM code from the
Souper output.

6 CONCLUSION

We propose a pipeline for superoptimizing WebAssembly. It is a
principled integration of two existing tools, LLVM and Souper, that
provides equivalent and smaller WASM programs.

We have shown that the superoptimization pipeline works on
a benchmark of 12 WASM programs. As for other binary formats,
superoptimization of WebAssembly can be seen as complementary
to standard optimization techniques. Our future work will focus on
extending the pipeline to source languages that are not handled,
such as TypeScript and WebAssembly itself.
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A DISPATCHER FUNCTION CODE

define internal i32 ~ @b64_byte2urlsafe_char(i32 %Q {

entry:
%1= call 32 @discriminate( i32 3)
switch i32 %1 label %end[ i32 0, label %case_43_ i321, label

Y%case_44
case_43_: ; preds = %entry
%2= call 32 @b64_byte_to_urlsafe_char_43_Q60
ret 132 %2
case_44_: ; preds = %entry
%3= <body of b64_byte_to_urlsafe_char_44_>
ret i32 %3
end: ; preds = %entry
%4= call 32 @b64_byte2urlsafe_char_original( %0
ret i32 %4
}
Listing 3. Dispatcher function embedded in the multivariant binary of the
bin2base64 endpoint of libsodium, which corresponds to the rightmost green
node in Figure 2.

B MULTIVARIANT BINARY EXECUTION AT THE EDGE

When a WebAssembly binary is deployed on an edge platform, itis
translated to machine code on the y. For our experiment, we deploy

on the production edge nodes of Fastly. This edge computing platform
uses Lucet, a native WebAssembly compiler and runtime, to compile
and run the deployed Wasm binary Lucet generates x86 machine

Fig. 6. Top: an execution trace for tHEn2base64 endpoint. Middle and
bo om: two di erent execution traces for the multivariantbin2base64,
exhibited by two di erent requests with exactly the same input.

The two diagrams at the bottom of Figure 6 illustrate two executions
traces observed through two di erent requests to the endpoint
bin2base64 In the rst case, the request rst triggers the invocation
of dispatchei31, which randomly decides to invoke the variastly;
then 52, which has not been diversi ed by MEWE, is invoked; then
the recursive invocations t&3 are replaced by iterations over the
execution of dispatche32 followed by a random choice of variants
of 53. Eventually the result is computed and sent back as an HTTP
response. The second execution trace of the multivariant binary shows
the same sequence of dispatcher and function calls as the previous
trace, and also shows that for a di erent requests, the variantSaf
and53 are di erent.

The key insights from these gures are as follows. First, from a
client's point of view, a request to the original or to a multivariant
endpoint, is completely transparent. Clients send the same data,
receive the same result, through the same protocol, in both cases.
Second, this gure shows that, at runtime, the execution paths for
the same endpoint are di erent from one execution to another, and
that this randomization process results from multiple random choices
among function variants, made through the execution of the endpoint.

C VARIANTS PRESERVATION

During our experiments, we checked for code diversity preservation
after compilation. In this work, diversity is introduced through
transformation on WebAssembly code, which is then compiled by
the Lucet compiler. Compilation might perform some normalization
and optimization passes when translating from WebAssembly to
machine code. Thus, some variants synthesized by MEWE might not
be preserved, i.e., Lucet could generate the same machine code for two

code and ensures that the generated machine code executes inside aVebAssembly variants. To assess this potential e ect, we compare the

secure sandbox, controlling memory isolation.

Figure 6 illustrates the runtime behavior of the original and the
multivariant binary, when deployed on an Edge node. The top most
diagram illustrates the execution trace for the original of the endpoint
bin2base64 When the HTTP request with the inputHelloworld!"
is received, it invokes function§1, 52 followed by 27 recursive calls
of function 53. Then, the endpoint sends the result
"0x000xccv0x10x00b3Jsx130x000x00 0x00xpopAHRVAGEHS
base64 encoding in an HTTP response.

Shttps://github.com/bytecodealliance/lucet
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level of code diversity among the WebAssembly variants and among
the machine code variants produced by Lucet. This experiment reveals
that the translation to machine code preserves a high ratio of function
variants, i.e., approx 96% of the generated variants are preserved.
This result also indicates that the machine code variants preserve the
potential for large numbers of possible execution paths.
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Abstract

The comparison and alignment of runtime traces are essen-
tial, e.g., for semantic analysis or debugging. However, naive
sequence alignment algorithms cannot address the needs of
the modern web: (i) the bytecode generation process of V8
is not deterministic; (ii) bytecode traces are large.

We present STRAC, a scalable and extensible tool tailored
to compare bytecode traces generated by the V8 JavaScript
engine. Given two V8 bytecode traces and a distance function
between trace events, STRAC computes and provides the best
alignment. The key insight is to split access between memory
and disk. STRAC can identify semantically equivalent web
pages and is capable of processing huge V8 bytecode traces
whose order of magnitude matches today’s web like h [ps:
//2019.splashcon.org, which generates approx. 150k of V8
bytecode instructions.
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1 Introduction

Runtime traces record the execution of programs. This in-
formation captures the dynamics of programs and can be
used to determine semantic similarity [29], to detect abnor-
mal program behavior [8], to check refactoring correctness
[22] or to infer execution models [1]. In many cases, this is
achieved by comparing execution traces, e.g. comparing the
traces of the original program and the refactored one. The
comparison of program traces can be based on information
retrieval [17], tree di [erencing [9, 27] and sequence align-
ment [2, 11]. In this paper, we focus on the latter, in order
to compare sequences of V8 bytecode instructions resulting
from the execution of JavaScript code.

V8 is an open source, high-performance JavaScript engine.
For debugging purposes, it provides powerful facilities to ex-
port page execution information [21], including intermediate
internal bytecode called the V8 bytecode [4].

Due to the dynamic nature of the Web, we observe that
the bytecode generation process of V8 is not determinis-
tic. For example, visiting the same page several times re-
sults in di Cerent V8 bytecode traces every time. This non-
determinism is a key challenge for sequence alignment ap-
proaches, even if they perform well on deterministic program
traces [10]. Besides, V8 bytecode traces are large. Naive se-
quence alignment algorithms are time and space quadratic
on trace sizes and do not scale to V8 bytecode traces. To illus-
trate this scaling problem, let us consider a simple query to
h [pg//2019.splashcon.org: it generates between 139555 and
162558 V8 bytecode instructions, and aligning two traces of
such size, requires approximately 150GB of memory®. This
memory requirement is not realistic for trace analysis tasks
on developer’s personal computers or servers. The key chal-
lenge that we address in this work is to provide a trace
comparison tool that scales to V8 bytecode traces.

In this paper, we present STRAC (Scalable Trace Com-
parison), a scalable and extensible tool tailored to compare
bytecode traces from the V8 JavaScript engine. STRAC im-
plements an optimized version of the DTW algorithm [18].
Given two V8 bytecode traces and a distance function be-
tween trace events, STRAC computes and provides the best
alignment. The key insight is to split access between memory
and disk.

Our experiments compare STRAC with 6 other publicly-
available implementations of DTW. The comparison involves

LIn this paper, memory means RAM.
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100 pairs of V8 bytecode traces collected over 6 websites. Our
experimental results show that 1) STRAC can identify se-
mantically equivalent web pages and 2) STRAC is capable of
processing big V8 bytecode traces whose order of magnitude
matches today’s web.

To sum up, our contributions are:

= An analysis of the challenges for analyzing browser
traces, due to the JavaScript engine internals and the
randomness of the environment. We explain and show
examples of how the same browser query can generate
two di [erknt V8 bytecode traces.

Atool called STRAC that implements the popular align-
ment algorithm DTW in a scalable way, publicly avail-
able at h [pg//github.com/KTH/STRAC .

A set of experiments comparing 100 V8 bytecode
traces collected over 6 real world websites:google.com,
kth.se, github.com, wikipedia.org, 2019.splashcon.org
and youtube.com. Our experiments show that STRAC
copes with the non-deterministic traces and is signi [
cantly faster than state-of-the-art tools.

The paper is structured as follows. First we introduce a
background of V8 bytecode generation non-determinism and
the formalisms used in our work (Section 2). Then follows
with technical insights to implement STRAC (Section 3),
research question formulation, experimental results with a
discussion about them (Section 4). We then present related
work (Section 5) and conclude (Section 6).

2 Background

In this section we discuss the key insights behind the non-
determinism of the V8 bytecode generation process, as well
as the foundations of the DTW alignment algorithm.

2.1 Browser Traces

Our dynamic analysis technique is evaluated with V8 byte-
code [19]. In this subsection, we describe how the V8 engine
generates bytecode trace. We collect such traces to evaluate
our trace comparison tool. In this work, we use the term "V8
bytecode trace" to refer to the result of executing V8 with
the —print-bytecode [ag [21].

2.1.1 V8 Bytecode Generation

The V8 engine compiles JavaScript source code to an inter-
mediate representation called “V8 bytecode”. This is done
to increase execution performance. The V8 engine parses
and compiles every JavaScript code declaration present in
HTML pages into a bytecode representation, composed by
function declarations, like the one shown in Figure 1. These
function declarations came from V8 builtin JavaScript code
and external JavaScripts.

V8’s bytecode interpreter is a register machine [16]. Fig-
ure 1 shows a JavaScript code and its bytecode translation.
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Each bytecode operator speci [edits inputs and outputs as
register operands. V8 has 180 di Lerbnt bytecode operators.

The bytecode translation is lazy, i.e. V8 tries to avoid gen-
erating code it "thinks" might not be executed. Consequently,
a function that is not called will not be compiled [28]. For
example, removing line 2 in the top listing of Figure 1 would
prevent the compilation of bytecode for the function declared
in line 1. This behavior has an impact on the collected traces.

function plusOne(a){ return a.value + 1; }
plusOne( {value : 2018} );

[generated bytecode for function: plusOne]
Parameter count 2
Register count 0
Frame size 0
30 E> 0x1373c709b6 @ O : a5 00 00 00 StackCheck
56 S> 0x1373c709b7 @ 1 : 28 02 00 01
[3 LdaNamedProperty a0, [0], [1]
62 E> 0x1373c709bb @ 5 : 40 01 00 00 AddSmi [1],
= [0]

66 S> 0x1373c709be @ 8 : a9 00 00 00 Return

Figure 1. Example of a JavaScript function and its corre-
sponding V8 bytecode instructions.

We have observed that V8 bytecode is resilient to script
mini [cation and static code-obfuscation techniques. There-
fore, we believe that aligning such low-level representations
could prove to be a useful aid in many program analysis
tasks, such as code similarity study and malware analysis.

2.1.2 Non-Determinism in Browser Traces

<html... ; |
<script pLjs. pLis N
<script p2.js.., paig
<script p3.js... p3.i§
______ L
P Al L i {
T I T
<html... d 1 | —=-===-=-=
<script pLjs..! PLi ] r— :
<script p2.js... P2y X
<script p3.s.., 1 p3js o L compiiing l
] | |
—————— T R
IS A L (S L

Figure 2. lllustration of two di Cerent script fetching and
compiling traces for the same browser query.

Interestingly, browsers are fundamentally non determinis-
tic, depending on web server availability, current workload,
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and DNS caches through the network. Let us look at the
example illustrated in Figure 2. It shows what happens when
fetching a web page, which contains 3 scripts. The top and
bottom parts illustrate, for the same page, two di Lerent exe-
cutions. Dashed border rectangles represent complete byte-
code generation traces. The blue spaces in the bar are V8
common builtin bytecode, which is systematically generated
in all browser requests. Orange rectangles illustrate declared
page scripts compilations. The complete bytecode trace is
the union of both generated bytecodes, builtin V8 and page
declared scripts. In the [rst case at the top of Figure 2, the
scripts are fetched and compiled in the same order they are
declared. In the second case, at the bottom, p3.js is carried
and compiled [rst, before p2.js due to a possible network de-
lay. However, V8's compiler will put all scripts compilations
in the same order they are declared in the HTML page. The
[nal result is two semantically equivalent bytecode compila-
tions, where script blocks may not be strictly placed in the
same position.

The slight di Cerknces that occur in the [nal bytecode for
same browser queries motivate us to provide an e [cieht tool
for traces alignment: traces where events occur in di [erent
orders but that have the same semantics must be considered
as equivalent. The order of events should not confuse the
trace comparison tool.

2.1.3 DTW Algorithm

The DTW algorithm has been introduced by Needleman and
Waunsch for protein global alignment [18]. Global alignment
means trace heads and tails are constrained to match each
other in position. DTW is a popular technique for comparing
traces in di Cerknt domains, incl. software traces [14]. DTW
[nds the best global alignment between two traces, based on
a generic similarity function between trace events and gaps.

De [niltion (Trace) A trace X is de [néd as a sequence of
events. X = Xj, X2, ...XN represents a trace of size N where
each x; is the event happening at the ith position.

De [niltion (Cost Matrix) D is a cost matrix for two
traces X and Y of size n and m. Dj; stores the optimal cost
alignment value for X and Y considered from the start up
to the ith and jth positions respectively, that is the minimal
cost of aligning x; and y; events at the same position in the
[nal alignment.

The cost matrix is de [néd according to a distance function
d and a gap costy as follows:

Doi =y [l
Djo=y [

@—u +Y,

Dij =min -j_1+y
%—U—l +d(xi,yj)
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In every cell, the value Dj; is the minimum cost between
putting a gap in one trace and the result of evaluating the
distance function between events x; and y;.

De [nition (Alignment Cost) Given two traces X and Y
with sizes N and M respectively, the alignment cost is the
value stored in Dy v .

De [nition (Alignment Di LCculky) Given two traces X

and Y with sizes N and M respectively, the alignment di =1

culty is simply the multiplication of both sizes N x M.

De [niktion (Warp Path) The warp path is the path to go
from Dywm to the [rst element Doy minimizing the cumula-
tive cost. In general more than one path may exist. Size of
warp path isO(N + M).

De [nition (Aligned Trace) An aligned trace is a trace
where the warp path is applied, i.e. some gaps have been put
between some events in one of both traces.

In Figure 3 we illustrate the alignment between traces
abcababc and aabaca withy = 1, d(xj,yj) = 2ifx; [¥]
and d(xj,yj) = 0ifx; =yj. The warp path is represented as
the blue and orange lines going across the matrix from the
top left corner to the bottom right corner. In this example,
alignment cost is 4, as we can see in bottom right corner cell
in Figure 3.

T —

ol 1] 2] 3] 4] 5] s
EIRIRBRERE
‘bl 2] 2] 1] 2] 3[4
iClslalslal3|2]s3
cala|3fafs3]2]3]2
ibfs|al3|2 3|43
‘ale|s|4|3[e|3]4
(bl 7]e[s] e[ &] ] 5]
iCl8l7]6|5]|484

Figure 3. Cost matrix, warp path and applied alignment for
abcababc and aabaca example traces.

3 STRAC: Trace Comparison Tool for V8

STRAC is an approach to compare large traces, tailored to
bytecode traces of the V8 JavaScript engine. STRAC takes
as input a trace of JavaScript V8 bytecode traces collected
in the browser. It produces as output, a trace alignment, and
a distance measure between the two traces. STRAC imple-
ments the DTW algorithm presented in Subsection 2.1.3.
It is an open-source project publicly-available on h [ps:
/lgithub.com/KTH/STRAC . In this section, we explain the
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key components and insights of STRAC to achieve scalable
trace comparison.

3.1 Challenges Addressed by STRAC

Non-Determinism As shown in Subsection 2.1.2, V8 can
provide two di Cerknt bytecode traces for the same web page.
In this case, both traces are semantically equivalent, but the
global position of code modules can vary. These variations
occur as a consequence of resource management, interpreter
optimizations and JavaScript code fetching from the network.
It is challenging because it can provide 1) false positives: two
traces may be considered di [erknt even when they come
from the same pages; 2) false negatives: two traces may be
considered the same even when they come from two di Cerknt
pages.

Size Browser traces are huge and naive trace comparison
fails on such traces because of memory requirements. For
instance, aligning two traces of size 63137 and 58265 events
requires a DTW cost matrix, represented as a bidimensional
integer matrix, of 14.72 GB of memory. The challenge is to
make trace comparison at the scale of browser traces, with
tractable memory requirements.

3.2 DTW Distance Functions

The DTW algorithm has two main parameters: a distance
function and a gap cost as explained in Subsection 2.1.3. The
distance function between events a [edts the global align-
ment result, as we show in Subsection 4.5. It de [nds the
matching of two di Lerknt trace instructions if these instruc-
tions have a certain level of similarity. For example, when
comparing ’AddSmi [0], [1]’ and 'AddSmi [1], [0]" instruc-
tions, they can be considered as similar because the AddSmi
operator is in both.

In STRAC, we de [nd two distance functions for bytecode
instructions.

%f i and yj events are exactly
dsen(Xi,Yj) = e same bytecode instruction
therwise

Efxi and y;j bytecode instructions
dinst(Xi,yj) = —share the same bytecode operator
therwise

Both require the identity relationship of the bytecode in-
struction. For V8 bytecode, based on our results (Subsec-
tion 4.5), it seems incoherent to accept an alignment match
with two di Cerent elements instead of introducing the gap.

We now discuss the value of y, s and c. The cost of in-
troducing a gap, intuitively, must be less than the cost of
matching two di[erknt events, i.e.y < s.c is the value of
matching two equal events, 0. The default values are based
on our experience,s = 5,y = 1 andc = 0. The three are
con [gurable.
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3.3 BuLering the Cost Matrix

The key limitation of DTW is the need for a large cost ma-
trix to retrieve the warp path. Recall our example requiring
14.72 GB in Subsection 3.1. This means that a naive imple-
mentation can only compare small traces due to memory
explosion.

In STRAC, we solve this problem by storing the cost matrix
both in memory and disk. Only the appropriate values are
kept in memory. Our key insight is that the current value Dj;
in the cost matrix is calculated with the previous row and
column, consequently, only O(N) memory space is needed
to compute Dy v . Thus, STRAC only maintains the current
and previous row in memory for each DTW iteration. After
processing a row, it is saved to disk. STRAC eventually saves
the complete cost matrix to disk.

For traces with lengths 63137 and 58265, instead of 14.72
GB, STRAC requires no more than 86MB of memory for the
trace alignment, which represents an improvement of 99.5%
in memory consumption.

3.4 Retrieving the Warp Path

In addition to the alignment cost, it is necessary to obtain
the warp path in order to create and analyze the aligned
traces. Recall that the aligned traces are obtained by applying
the warp path on both initial traces, as we mentioned in
Subsection 2.1.3.

To retrieve the warp path from the [nal cost matrix, one
goes backward and starts from the trace tail positions (Dym).
Cost matrix in Djj depends on three neighbors Dj-1j, Djj-1
and Dj-1j-1. The backtracking process [nishes when the
trace start is reached, i.e. when the left top corner Dy is
reached in the matrix. In the warp path construction pro-
cess, trace indices are always decreasing by one, i.e. trace
events are visited only once. Therefore, in STRAC, backtrack-
ing over the [nal cost matrix requires only O(N + M) read
operations on disk, which is scalable.

3.5 DTW Approximations

Due to the quadratic time and space complexity of DTW,
previous work has proposed approximations to speed up
the alignment process. STRAC also implements two state-of-
the-art DTW approximations. We now mention these two
approximations.

Fixed Regions Using [xdd regions is a technique only to
evaluate a speci [ed region in the cost matrix [7, 12, 13, 24].
Consequently, the globally optimal warp path will not be
found if it is not entirely in the window. This improvement
speeds up DTW by a constant factor, but the execution time
is still O(NM). STRAC provides support for [xdd regions.
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FastDTW 2 [25] is an approximation of DTW that has
a linear time and space complexity. It combines data ab-
straction and constraint search in the solution space. STRAC
implements FastDTW. Note that, for DTW and its approxi-
mations, the default mode is the bu [ering mode presented
in Subsection 3.3.

3.6 Recapitulation

To sum up, STRAC is an optimized implementation of DTW
and two approximations with distance functions dedicated
to V8 bytecode traces and with neat handling of the cost
matrix over memory and disk in order to scale.

4 Experimental Evaluation

We assess the scalability of STRAC for V8 bytecode trace
comparison with the following research questions:
* RQ1 (Scalability): To what extent does STRAC scale to
traces of real-world web pages?
* RQ2 (Consistency): To what extent does STRAC iden-
tify similarity in semantically-equivalent traces?
* RQ3 (Distance Functions): What is the e [edtiveness of
STRAC support of di Lerknt distance functions?

4.1 Study Subjects

Our experiment is based on tracing the home page of
the following sites; google.com, github.com, wikipedia.org,
youtube.com, four of the most visited websites, according
to Alexa. We also add two sites based on personal interest:
2019.splashcon.org and kth.se, the homepage of our Univer-
sity. All those pages use JavaScript code. The traces were
generated just opening the page without any other further
action. Since the traces are non-deterministic, we collect 100
traces for the same page. This means we collect 600 traces
in total.

Table 1. Descriptive statistics of our benchmark.
The 6 sites are sorted by popularity according to
the Alexa index. Example bytecodes are available in
h [pg//github.com/KTH/STRAC/tree/master/STRACAlign/
src/test/resources/bytecodes.

Site No. scripts  Bytecode size
google.com 5 85768
youtube.com 15 166626
wikipedia.org 4 48260
github.com 3 59384
kth.se 9 64178

2019.splashcon.org 17 147196

Table 1 gives an overview of the collected traces. The [rst
column shows the real world website names. The second

2The implementation mentioned in the original paper (h [ps://cs fit.edu/
~pkc/FastDTW/) was not available at the moment of this work.
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and third columns indicate the number of declared scripts
and the bytecode size mean value (orange dots in Figure 4)
respectively. For instance, Wikipedia loads 4 scripts and pro-
duces bytecode traces of 48260 bytecode instructions. This
value is the lowest of our benchmark. On the contrary, for
Youtube, the page declares 15 JavaScript scripts, and V8 gen-
erates traces of 166626 bytecode instructions, and this is due
to the richer features of Youtube compared to Wikipedia.
In our benchmark, the bytecode traces are in the range of
48k-166k instructions.

Recall that the bytecode traces are non-deterministic even
for the same page (see Subsection 2.1.2). We measure how
many instructions are contained in each V8 bytecode trace.
Figure 4 illustrates the distribution of trace sizes as violin
plots. This [gure shows that there is a variance of bytecode
traces for all pages (Wikipedia also has some variance but this
is not shown in the [gure because of the scale). This variance
is a consequence of several stacked factors: resource manage-
ment, interpreter optimization and JavaScript code fetching
from the network. To our knowledge, this non-determinism
in web traces is overlooked by research.

Figure 4. Variance of V8 bytecode trace size for 100 repeti-
tions of the same query.

4.2 Experimental Methodology

Every trace is collected using a non-cached browser ses-
sion, without plugins. This choice is motivated by two main
reasons: 1) we have observed that cached scripts do not af-
fect bytecode generation as direct network fetching does;
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2) browser plugins are compiled to the same bytecode trace
and in the scope of this work we are interested only in V8
bytecode traces directly generated from web page scripts.

To answer RQ1, we align 12 trace pairs randomly taken
from the initial set of all possible trace pairs (600 x 600). We
compare STRAC with di Lerent implementations of DTW 1)
From public github repositories: rmaestre °, dtaidistance *
and pierre-rouanet °; 2) From R’s dtw package [6] ; 3) The
DTW implementation used in [15], slaypni ©. For each com-
parison, we compute the average wall-clock execution time.

RQ2 is answered as follows. We select a random sample
of 100 pairs from all possible trace pairs (600 x 600). We
select 35 pairs of traces extracted from the same pages and
65 pairs of traces extracted from di Lerent pages. Alignment
cost is measured for each pair using gap costy = 1 and
event distance function dsen, (de [néd in Subsection 3.2), with
parameters: s = 5 and ¢ = 0. We group and plot each pair
alignment cost per site.

We answer RQ3 using the same traces as RQ2. We com-
pute DTW on each one of the 100 sampled pairs. We use
the same gap costy = 1, but we compare the two distance
functions dsen and dnst (de [néd in Subsection 3.2), with
parameters: s = 5 and ¢ = 0. We measure the alignment cost
for each pair and compare the results with the ones obtained
in RQ2.

The STRAC experimentation has been made on a PC with
Intel Core i7 CPU and 16Gb DDR3 of RAM. We extract all
traces from Chrome version 74.0.3729.169 (O Lcial Build)
(64-bit).

4.3 Answer to RQ1: Scalability

Figure 5 shows the execution time of 6 di Lerknt alignment
tools on 12 trace pairs. The X axis gives the size of the align-
ment problem, which is the multiplication of the size of both
traces in number of bytecode instructions. The Y axis rep-
resents the execution time in seconds with a logarithmic
scale.

First, we observe that four tools get out of memory for all
the considered trace pairs: R-dtw, cpy-wannesm, rmaestre,
cpy-slaypul (see the red dot in Figure 5). The main reason for
this failure is that those tools need to store the cost matrix
in memory. The least di [culk trace comparison in the plot
is a pair of traces of 48k instructions each. Finding the best
alignment for this pair consists in analyzing an eight-bytes
integer matrix of approx. 20GB (exactly 18632 millions of
bytes). This memory requirement is almost the full mem-
ory of modern personal computers and it causes memory
explosion at runtime. Applying the same analysis to the
most di Cculk alignment in the plot shows requires 200GB of
memory.

3h [pst//github.com/rmaestre/FastDTW

4h [ps//github.com/wannesm/dtaidistance
5h [pa//github.com/pierre-rouanet/dtw

6h [pat//github.com/slaypni/fastdtw
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Second, py-wannesm and py-pierre-rouanet calculate the
best alignment cost for the [rst 10 pairs, without any memory
issue, even for problems in the order of magnitude close to
1.5x 10% in alignment di [culky. After this value, these tools
also start to get memory issues for the same reason as the
other tools. Yet, these succesfully align the 10 pairs (orange
and green curves in Figure 5) thanks to an e Lcieht use of
Numpy [3] arrays to store cost matrix. Numpy arrays in
Python are tailored to e Lciehtly deal with arrays up to 20GB
of memory in x64 architectures. We also observe that py-
wannesm is always slower than py-pierre-rouanet. The main
reason for this time di Lerknce is that py-wannesm does an
extra pass through the cost matrix and py-pierre-rouanet
does not do it.

Third, STRAC succesfully [nd the best alignment cost for
all pairs in the benchmark, even for trace pairs that require
memory beyond Numpy capabilities (the last two blue dots in
Figure 5). The key insight behind is that STRAC implements
the cost matrix data structure as a hybrid between memory
and disk, i.e. moving such memory needs to disk.

Both Python implementations (py-wannesm and py-
pierre-rouanet) systematically take at least one order of mag-
nitude longer to run, compared to STRAC. The main reason
behind this is that Python usually compiles code at runtime,
while Java compiles it in advance, making a faster program.
Besides, most JVMs perform Just-In-Time compilation to
all or part of programs to native code, which signi [cantly
improves performance, but mainstream Python does not do
this.

Recall that best alignment calculation using naive DTW
implementation is non-scalable by its space-time quadratic
nature, any implementation of DTW (even the one included
in STRAC) eventually will run out of space (in memory or
disk) and execution time will be near to impossible. How-
ever, STRAC can deal with all trace pairs of our benchmark
thanks to its hybrid strategy that leverages both the disk
and the memory. To align an average trace of 100k instruc-
tions, STRAC takes approx. 14 minutes in a PC like the one
mentioned in Subsection 4.2.

4.4 Answer to RQ2: Consistency

In Figure 6, we plot the alignment cost for 100 trace pairs, the
blue dots represent pairs extracted from the same page, the
orange dots illustrate trace pairs taken from two di [erent
pages. Each column corresponds to a given web page. Green
dots represent pairs with the maximum alignment cost for
each site: an alignment of the web page treated in the column
with a trace from the site cited above the dot. For example,
the green dot in the [rst column is an alignment of a trace
pair (2019.splashcon, youtube).

In Figure 6, we observe that, for each site, traces from the
same page have a lower alignment cost. This is consistent
with the fact that in these cases, the majority of both traces
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Figure 5. Execution time for 12 trace pair comparisons by 7
tools incl. STRAC. Y axis is in logarithmic scale. Four tools
fail even on the smallest traces.

in the pair are the same. On the contrary, the alignment cost
between traces from di [erknt pages is higher.

Some cases show blue dots with sparsed high values. This
occurs when external scripts, declared in some pages, present
a high variance in fetching process time. Also, it sometimes
happens that for one script declared in a page, the remote
servers sends di [erent JavaScript code at each every request.
Therefore, the generated bytecode varies more from one
load to another, and the alignment cost is increased, show-
ing a small margin between orange dots and the blue ones.
However, we observe two scenarios when these phenom-
ena are mitigated. First, when the bytecode generated from
the external declaration is larger than the builtin bytecode
(2019.splashcon, UNIV, and Youtube cases present a clear sep-
aration between clusters). Second, when the fetching process
time is stable, as Wikipedia and Github cases show.

In the case of Google, we observe the worst possible sce-
nario. This site has 5 external declared scripts (see Table 1), 3
of them have variable fetching time and their content varies
at each load. These 3 scripts integrate Google Analytics fea-
tures to the site. On the contrary, in the case of Wikipedia,
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external declared JavaScripts always provide the same code
in almost constant time. As a result, the generated bytecode
is more deterministic and alignment cost decreases for traces
from the same site. In the case of Wikipedia, alignment costs
for pairs of traces collected from the same page vary between
1926 and 2652. These values are the lowest alignment costs
in the benchmark, and they di [eflfrom others in more than
2% in order of magnitude

Overall, the traces from the same (resp. di [erknt) page are
located in separated clusters. In all cases, we also observe
groups of orange dots that can be easily separated from other
orange clusters. This separation is a consequence of seman-
tic di Cerbnces between sites and the increase of JavaScript
declarations. For instance, in the [rst column of Figure 6,
trace pairs from 2019.splashcon and Youtube home pages
have higher alignment costs. This is a consequence of that
Youtube is a richer feature site as 2019.splashcon is, but they
semantically di Cerl We also observe this behavior in the case
of Kth and Youtube trace pairs.

V8 compiles builtin JavaScript code to the same bytecode
trace, as we discussed in Subsection 2.1.1. This bytecode
generation is included in all collected traces. To validate this,
we computed the V8 bytecode trace of an empty page: it
contains 40k bytecode instructions on average. This also
represents a constant noise in the alignment computation.

As Figure 6 illustrates, given the alignment cost of two
semantically equivalent traces (blue dots) as a reference,
STRAC is capable of identifying similarity with other page
traces. However, we want to remark that STRAC accuracy
gets improved when JavaScript declarations increase in the
compared sites.

4.5 Answer to RQ3: Distance Functions

In Figure 7, we plot the alignment cost using distance dps.
Recall that dns is less restrictive than dsen, the distance
used to answer RQ2. By comparing Figure 7 and Figure 6,
we observe interesting phenomena. First, changing the dis-
tance function breaks the clustering breakdown for Github,
Google and Kth (some blue points get mixed with orange
points). Second, the maximum alignment cost is lower than
in Figure 6 for all sites. These phenomena are consequences
of using a less restrictive distance function, i.e. with djps,
only the operator is analyzed in the bytecode instructions
comparison. Overall, the choice of distance function matters.
STRAC can be extended with new distance functions and
provides dsen by default for properly aligning V8 bytecode
traces.

We notice that the impact of the distance function is big-
ger for sites with less JavaScript. For Google, Github and
Wikipedia, using djns is bad because it breaks the cluster-
ing. For the remaining three websites, which involve more
JavaScript features, while the alignment changes, the core
property of the alignment of identifying semantically equiv-
alent traces still holds.
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Figure 6. Alignment costs for 100 trace pair comparisons using dsen as distance function.

5 Related Work

DTW is memory greedy on trace size, a similar problem
arises when dealing with streaming traces. Oregi et al. [20]
and Martins et al. [15] present a generalization of DTW for
large streaming data. They propose the use of incremen-
tal computation of the cost matrix complemented with a
weighted event distance function adding event positions.
However, their results may di Cerl from the original DTW
warp path. On the contrary, STRAC also computes the exact
alignment cost without approximations.

Kargen et al. [10] propose a combination of data abstrac-
tion and FastDTW to align two program traces at the binary
level. They record and analyze read and write operations to
memory and x86 registers. Also, they argue and they show
that their method scales to large traces. STRAC is also capa-
ble of analyzing such traces, but targets di Lerbnt kinds of
traces: V8 bytecode traces, which are not handled by Kargen
etal.

Ratanaworabhan et al. [23] instrument Internet Explorer
to measure JavaScript runtime and static behavior in function
calls and event handlers on real-world websites. By doing so,
they show that common benchmarks, like SpiderMonkey and

V8-Suite, are not representative of real application behavior.
We could use STRAC to perform a similar analysis on modern
browsers.

With JALANGI, Sen et al. [26] provide a framework to dy-
namically analyze JavaScript. The framework works through
source code instrumentation. JALANGI associates shadow
values to variables and objects in the instrumented code, Sen
et al. argue that most of of state-of-the-art dynamic analysis
techniques can be implemented, like concolic evaluation and
taint analysis. However, JALANGI has several limitations
dealing with builtin code and instrumentation can decrease
instrumented code execution performance. With STRAC, we
propose to use V8 bytecode traces to compare JavaScript
semantic similarity without JavaScript instrumentation.

Fang et al. [5] propose a JavaScript malicious code de-
tection model based on neural networks. To mitigate the
obfuscation techniques used in malicious code, they analyze
the dynamic information recorded in V8 bytecode traces.
Both STRAC and Fang et al. consider V8 bytecode traces, yet
the usages are di Lerknt: they do anomaly detection while
we do trace comparison.
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Figure 7. Alignment cost for 100 trace pair comparisons using d;ns as distance function.

6 Conclusion

In this paper, we presented a tool, called STRAC, for aligning
execution traces. STRAC is tailored to traces of the JavaScript
V8 engine. STRAC implements an optimized version of the
DTW algorithm and two of its approximations. Our exper-
iments show that STRAC scales to real-world JavaScript
traces consisting of V8 bytecodes. STRAC provides two dis-
tance functions for trace event comparison and can be con-
[gdred with any arbitrary distance function. Our evaluation
indicates that STRAC performs better than state of the art
DTW implementations, for 6 representative web sites.

We have shown that V8 bytecode contains redundancy and
that an empty page includes more than 40k trace instructions.
By removing this redundant and useless trace instructions,
the alignment would get better. In our future work, we will
study how to remove redundancy in V8 bytecode traces, for
providing a better behavioral similarity measure for modern
web pages full of JavaScript code.
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